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This form lists the essential and desirable requirements needed in order to do the job.

	Job Title: 

	IT Infrastructure Engineer
	Job ref no:
	ISD-0071-26

	Grade: 

	6
	Department:
	Infrastructure Services Directorate – IT Services

	Accountable to: 
	IT Infrastructure Manager
	Responsible for:

	N/A

	PS created by/ or reviewed by:
	Gwyn Jervis
	Date PS created/ reviewed:
	18/8/25



	Evidence

	Competency
	Essential
	Desirable

	Training and Education



	Degree or HND in an IT related subject or relevant work experience in an IT enterprise environment.

ITIL Foundation.

	Relevant professional certifications (e.g., Cisco CCNA/CCNP, VMware VCP, Microsoft certifications).

Evidence of continued professional development in IT infrastructure and networking.



	Knowledge and Experience


	Demonstrable experience in a highly technical role in IT.

Proven experience in administering and maintaining LAN/WAN/Wi-Fi and Unified Communications systems.

Ability to utilise network sniffer tools to perform packet analysis.

Good understanding of data privacy and information security principles.

Experience in incident response, fault rectification, and change management processes.

	Experience gained in a Higher Education environment.

Knowledge of copper and fibre cable infrastructure.

Hands-on experience with hypervisor technologies (VMware, Hyper-V), network management tools, and communications infrastructure services.

Exposure to disaster recovery planning, testing, and implementation.


	Communication





Communication


	Ability to communicate effectively both in writing and verbally about technical matters to all levels of colleagues, contractors, and others.

Open and collaborative attitude, with a willingness to share knowledge and best practices.

	Able to present confidently to project, team, or departmental meetings.

	Planning and Organising





	Ability to manage own workload and work on own initiative based on the priorities assigned by the Manager.



	Ability to project capacity requirements for systems, to forecast shortfalls and to make appropriate recommendations to rectify capacity issues.

Experience in planning, designing, and implementing wired and wireless network infrastructure.


	Initiative and Problem Solving

	Strong fault diagnosis and troubleshooting skills with logical and pragmatic thought processes. 

Ability to clearly identify and understand customer needs and service implications and follow problems through to resolution.

	Able to identify operational issues before they become critical and contribute to the development of infrastructure architecture plans.

	Teamwork and Motivation


	Able to work as part of a team of systems and network engineers and to collaborate effectively with other technical specialists and teams.

Strong interpersonal skills with the ability to build effective working relationships across departments and with external stakeholders.


	Able to take initiative in group situations such as incident response and guide actions of a team by following action plans and procedures.

	Service delivery
	Ability to thoroughly document all outputs; to review and improve existing documentation.

Ability to write technical documentation, reports, and work plans clearly and concisely.

	Flexible and adaptable to changing demands and working hours, including out-of-hours support.
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